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Introduction



Hi



Intro

● This isn’t even a crash course, but a brief demo of 
possibilities using Linux tracing subsystems

● Not covering the history of these systems, old kernels, or the 
wild changes between versions

● Very light mention of ftrace, kprobe, eBPF
● Ftrace 
● For a good cry, try reading  perf_event_open(2) 









Kernel Probes



kprobes

Can be thought of as an extremely limited breakpoint/trampoline 
You can set them on (most) functions in the kernel:
• Read registers
• Read kernel memory
• Filter on the data returned by them (kinda, it’s super limited)
• Attach eBPF programs to do much fancier logic





kprobes

Everything is a file! 
Set kprobes through sysfs by writing to:
/sys/kernel/debug/tracing/kprobe_events



kprobe format

p:listenprobe sys_listen sd=%di



kprobe format

p:listenprobe sys_listen sd=%di

User defined name of probe



kprobe format

p:listenprobe sys_listen sd=%di

Symbol of location to place the probe



kprobe format

p:listenprobe sys_listen sd=%di

User defined variable name for output



kprobe format

p:listenprobe sys_listen sd=%di

Hideous AT&T syntax for register to collect



kretprobe format

r:listenprobe sys_listen ret=%ax



kprobes

Enable your kprobe
echo 1 > 
/sys/kernel/debug/tracing/events/kprobes/listenprobe/enable



Basic kprobe output 

/sys/kernel/debug/tracing/trace

By default output is written to:



kprobes output

nc-5747 listenprobe: (sys_listen) sd=0x3



perf-tools

● execsnoop
● opensnoop
● iosnoop
● ...



zoom

root@host:~# ./execsnoop.py
PCOMM    PID   PPID  RET ARGS
zoom     3884  3872   0 /usr/bin/zoom
sh       3887  3884   0 zoom             
zoom     3888  3887   0 /opt/zoom/zoom
… 
pidof    3938  3888   0 /bin/pidof zoom
pmap     3939  3888   0 /usr/bin/pmap -x 3888

 



zoom

root@host:~# ./execsnoop.py
PCOMM    PID   PPID  RET ARGS
zoom     3884  3872   0 /usr/bin/zoom
sh       3887  3884   0 zoom             
zoom     3888  3887   0 /opt/zoom/zoom
… 
pidof    3938  3888   0 /bin/pidof zoom
pmap     3939  3888   0 /usr/bin/pmap -x 3888

 



ptrace-less strace

● No need to be attached to process; system-wide visibility
● Does not interfere with signal handling operations

○ Chrome
○ Golang 
○ Malware looking for ptrace

● Easily introspect from outside container



Demo



Userland Probes



uprobes

Similar to kprobes, but instead these are set on program or library 
functions 

p:probeName library:offset 



uprobe Uses

Simple example: readline()to snoop on 
terminal activity



uprobe Uses



uprobe Uses

getaddrinfo() (gethostbyname), to 
correlate connect()traffic to hostnames, 
and which process called it



Demo



Tracepoints



ftrace
•Tracers:
○ function – default tracer
○ function_graph – constructs call graph
○ irqsoff, preempoff, preemptirqsoff, wakeup, wakeup_rt – latency tracers
○ nop

•No int3! Instead mcount & nop stub tricks at each function to be traced 
(compile-time enabled)

• In 3.10 support for kprobes was added to ftrace: Dynamic (f)tracing!

Mainly debugging not profiling!

https://lwn.net/Articles/343766/


fgraph

● Having trouble figuring out what the kernel is doing?
● Let it tell you!









fgraph via trace-cmd

trace-cmd record -p function_graph -g tty_read

This will create a file called trace.dat 



trace-cmd report



There is also kernelshark ...



Internals Deep Dive

https://youtu.be/93uE_kWWQjs

https://youtu.be/93uE_kWWQjs


Conclusion

● k(ret)probes
○ Log specific internal kernel function calls

● u(ret)probes
○ Introspect userland without a debugger

● ftrace/fgraph
○ Explore kernel dynamically
○ Compare different call graphs



Recap: Tools Used

● perf-tools
○ https://github.com/brendangregg/perf-tools
○ perf-tools-unstable in Ubuntu

● trace-cmd

https://github.com/brendangregg/perf-tools


Questions?


